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Something’s wrong  
with the Wi-Fi! 
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Wi-Fi admin: Guilty until proven innocent 
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Wi-Fi admin: Guilty until proven innocent 

 

Focus on MTTR instead of MTTI 
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And no! The solution is not to take  
a packet trace! 
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Mojo Packets: Visual Wi-Fi Troubleshooting 
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Client-first approach 

Client experience (QoE) is the ultimate 
reflection of the health of the Wi-Fi network 

Connectivity Performance 
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Client connectivity 

Association Authentication Network Application 

- Association limit 
- Capability mismatch 

- Unauthorized client 

- Incorrect PSK  
- RADIUS auth failure 

- RADIUS server not  

   responding 

- EAPOL failure 

- Fast roaming failure 

- DHCP failure 
- DNS failure 

- Portal failure 

- Application failure 
- WAN failure 
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Analysis of connection failures 

Auto-classification 
(Real-time) 

Historical view Most affected clients 
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Analysis of connection failures 

Real-time and historical logs for individual clients 
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Client performance 

Association Authentication Network Application 

AAA latency 

DHCP latency 

DNS latency 

App / WAN latency 
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Client performance problems 

Low Data Rate Poor performance Low RSSI 

Sticky Clients 

Poor Coverage 

High Retry Rate Low SNR 

Client Capability 

High Interference 

Non Wi-Fi Reasons 

Contention 
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Client performance – RSSI and Data Rate 
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Baselining – Retry Rate 
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Background vs. Dedicated Scanning 

Scan 
Access 

Channels Background 
scanning 

Dedicated 
scanning 

2.4 GHz scan 14 ~2 minutes 1.4 seconds 
5 GHz scan 36 ~ 5.5 minutes 3.6 seconds 

Time taken for one cycle 
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Background vs. Dedicated Scanning 

Detection Scan 
cycles 

AP in background 
scanning mode 

AP with 3rd 
radio 

Access Point  1 ~5.5 minutes ~4.5 seconds 
Client associations 3+ ~15-20 minutes 

Possible to miss 
~10-15 seconds 

Tx power adjustments 10+ ~ 1 hr ~40 seconds 
Data rate adjustments 10+ ~ 1 hr ~40 seconds 
Interference 
detection 

3 ~15-20 minutes 
Possible to miss 

~10-15 seconds 
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Benefits of the 3rd radio 

 Improved 
Troubleshooting 

 

Spectrum analysis and over-the-air  
packet capture increases effectiveness 

Multi-function 
3rd Radio 

 Application 
 Performance 

 

No impact on voice and video 
applications by persistent third 
radio scans 

 Dedicated 
 Security 

 

Free to perform automatic over-the-air 
prevention without impacting access 
clients 

Radio Resource 
Management 

 

Persistent scans feed more and 
better information to support RRM 

functions 

Increased Visibility Increased Functionality 

Access Radios 
2.4 & 5GHz 
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Leading the enterprise 
cloud Wi-Fi revolution. 
www.mojonetworks.com 


